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Medical Privacy

Addendum to Master Services Agreement

This addendum is made a part of, and is hereby incorporated by reference into, the Master Services Agreement
(with the same version as this document) by and between Lux Scientiae, Incorporated, and each of its clients that
is required to maintain the Privacy of Individually Identifiable Health Information.

1. Definitions

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the
HIPAA Privacy Rule.

Specific definitions:

a. Business Associate. "Business Associate" shall mean Lux Scientiae, Incorporated.

b. Covered Entity. "Covered Entity" shall refer to the Lux Scientiae client signee.

c. Individual. "Individual" shall have the same meaning as the term "individual" in 45 CFR
160.103 and shall include a person who qualifies as a personal representative in
accordance with 45 CFR 164.502(qg).

d. Privacy Rule. "Privacy Rule" shall mean the Standards for Privacy of Individually
Identifiable Health Information at 45 CFR Part 160 and Part 164, Subparts A and E.

e. Protected Health Information. "Protected Health Information” shall have the same
meaning as the term "protected health information” in 45 CFR 160.103, limited to the
information created or received by Business Associate from or on behalf of Covered
Entity.

f. Required by Law. "Required by Law" shall have the same meaning as the term "required
by law" in 45 CFR 164.103.

g. Secretary. "Secretary" shall mean the Secretary of the Department of Health and Human
Services or his designee.

2. Obligations and Activities of Business Associate

a. Business Associate agrees to not use or disclose Protected Health Information other than as permitted or
required by the Agreement or as Required by Law.
b. Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected
Health Information other than as provided for by this Agreement.
c. Business Associate provides many mechanisms by which the Covered Entity can safeguard Protected
Heal th I nformation. As the use @écttdBRuotected élsakh vakisss o ci at ¢
significantly from one Covered Entity to Another, Business Associate by default does not lock down the
security of information storage and transfer to the maximum degree possible, as that would not be
appropriate for many Covered Entitles. Business Associate will, upon request, advise the Covered Entity
as to the most appropriate measuresitshoul d t ake with regards to Business
assist the Covered Entity in taking those measures. However, it is the sole responsibility of the Covered
Entity to choose and utilize the security measures that it deems appropriate for its business practices.
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Business Associate agrees to report to Covered Entity any use or disclosure of the Protected Health
Information not provided for by this Agreement of which it becomes aware.

Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides
Protected Health Information received from, or created or received by Business Associate on behalf of
Covered Entity, agrees to the same restrictions and conditions that apply through this Agreement to
Business Associate with respect to such information.

Business Associate agrees to provide access to Protected Health Information stored on Business
Associateds servers in accounts owned by Covered
inamannerthatpr event s Business Associateds access (The
encryption via (2.c)). A request for this information must come from the main administrator of the

Covered Entity and be validated by senior management of Business Associate.

Business Associate agrees to consider any amendment(s) to Protected Health Information stored on the

Business Associateds server s i atthamquesuohQogredBnatityeodanb y

Individual, and in the time and manner agreed upon by Business Associate and Covered Entity. Such
amendments and their terms must be negotiated and agreed upon by Business Associate and Covered
Entity before they will be implemented.

Business Associate agrees to make internal practices, books, and records, including policies and
procedures and Protected Health Information, relating to the use and disclosure of Protected Health
Information received from, or created or received by Business Associate on behalf of, Covered Entity
available to the Secretary, within 30 days of a verified request, for purposes of the Secretary determining
Covered Entity's compliance with the Privacy Rule.

Business Associate agrees to document such disclosures of Protected Health Information and information
related to such disclosures that is it aware of as would be required for Covered Entity to respond to a
request by an Individual for an accounting of disclosures of Protected Health Information in accordance
with 45 CFR 164.528. This provision covers the actions of Business Associate with respect to explicit use
and disclosure of Protected Health Information; it does not cover disclosures that may result from
inappropriate choices of security settings by Covered Entity as per (2.c).

Business Associate agrees to provide to Covered Entity or an Individual, within 10 business days,
information collected in accordance with Obligation (2.i) of this Agreement, to permit Covered Entity to
respond to a request by an Individual for an accounting of disclosures of Protected Health Information in
accordance with 45 CFR 164.528.

3. Permitted Uses and Disclosures by Business Associate

Use and disclosure of alll Covered Entityds odnhtle
same version as this document (the most recent version can be found at
http://luxsci.com/extranet/privacy.html), which states that Business Associate will not disclose any
information unless explicitly approved by Covered Entity or Required by Law.

Business Associateds services include the transmi

means. Business Associate provides the means to ensure that Protected Health Information is encrypted
so that it will not be disclosed in ways that would violate the Privacy Rule. As per obligation (c), above, it
is up to Covered Entity to use the appropriate services to ensure the appropriate level of security for the
Protected Health Information that travels through or is stored in Business Associates services.

4. Obligations of Covered Entity

a.

b.

Ent
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Covered Entity is obliged to utilize Business Associ

is in compliance with the Privacy Rule.

Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices of
Covered Entity in accordance with 45 CFR 164.520, to the extent that such limitation may affect
Business Associate's use or disclosure of Protected Health Information.
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C.

Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by
Individual to use or disclose Protected Health Information, to the extent that such changes may affect
Business Associate's use or disclosure of Protected Health Information.

Covered Entity shall notify Business Associate of any restriction to the use or disclosure of Protected
Health Information that Covered Entity has agreed to in accordance with 45 CFR 164.522, to the extent
that such restriction may affect Business Associate's use or disclosure of Protected Health Information.

5. Permissible Requests by Covered Entity

Covered Entity shall not request Business Associate to use or disclose Protected Health Information in any
manner that would not be permissible under the Privacy Rule if done by Covered Entity.

6. Term and Termination

a.

C.

Term. The Term of this Agreement shall be effective as of the date when Covered Entity becomes a client
of Business Associate by signing (physically or
Services Agreement and paying for the start of a new account, and shall terminate when all of the
Protected Health Information provided by Covered Entity to Business Associate, or created or received by
Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is
infeasible to return or destroy Protected Health Information, protections are extended to such information,
in accordance with the termination provisions in this Section.

Termination for Cause. Upon Covered Entity's knowledge of a material breach by Business Associate,
Covered Entity shall either:

1. Provide an opportunity for Business Associate to cure the breach or end the violation and
terminate this Agreement if Business Associate does not cure the breach or end the violation
within the time specified by Covered Entity;

2. Immediately terminate this Agreement if Business Associate has breached a material term of this
Agreement and cure is not possible; or

3. If neither termination nor cure is feasible, Covered Entity shall report the violation to the
Secretary.

In the case of legitimate Termination for Cause, Covered Entity may also terminate its accounts

with Business Associate without regard any ti

contracts, though any amounts due to Business Associate at that time will become immediately
due.

Effect of Termination.

1. Except as provided in paragraph (2) of this section, upon termination of this Agreement, for any
reason, Business Associate shall return or destroy all Protected Health Information received from
Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This
provision shall apply to Protected Health Information that is in the possession of subcontractors or
agents of Business Associate. Business Associate shall retain no copies of the Protected Health
Information.

2. Inthe event that Business Associate determines that returning or destroying the Protected Health
Information is infeasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction infeasible. If return or destruction of Protected Health
Information is infeasible, Business Associate shall extend the protections of this Agreement to
such Protected Health Information and limit further uses and disclosures of such Protected Health
Information to those purposes that make the return or destruction infeasible, for so long as
Business Associate maintains such Protected Health Information.
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7. Miscellaneous

a.

b.

Requlatory References. A reference in this Agreement to a section in the Privacy Rule means the section
as in effect or as amended.

Amendment. The Parties agree to take such action as is necessary to amend this Agreement from time to
time as is necessary for Covered Entity to comply with the requirements of the Privacy Rule and the
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191.

Survival. The respective rights and obligations of Business Associate under Section 6.c of this Agreement
shall survive the termination of this Agreement.

Interpretation. Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with
the Privacy Rule.

www. luxsci.com - 1-800-441-8612 - sales@luxsci.com l"



